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The Vision

In high technology industries, there are often large disjoints between vision and reality. In the 
data center world, this is typically exemplified by volumes of pronouncements and articles that 
speak glowingly of capabilities and methodologies that provide the impression that “everyone” is, 
or should be, implementing said functionality. Upon closer inspection, “everyone” may be in 
agreement that what is being advocated will be a strong addition to their data centers, but, in 
reality, almost “everyone”, for practical reasons, is a little behind the curve. Software Defined 
Data Centers (SDDC) are emblematic of this disparity between a desirable goal and its rate of 
adoption. 

The ability to create an agile cloud environment will absolutely revolve around your current data 
center capabilities. A big challenge for many has been working with heterogeneous and siloed 
infrastructure components. It was always hard to know if these resources were being utilized 
properly, where they were being deployed, and even how they were being managed. Now, new 
types of infrastructure technologies are directly impacting not only your underlying data center –
but the logical layer as well. We can now completely abstract and control the entire data center. 
Even more so – we can abstract resources and point them to a control layer overseeing the 
software-defined data center (SDDC).

This whitepaper will explore the current state of SDDC adoption and the issues that the industry 
and organizations will need to address to make SDDC enhance its rate of implementation within 
the industry.

The software-defined data center (SDDC) is crucial to the long-term evolution of an agile digital 
business, according to Gartner. Furthermore, the software-defined model will be critical to 
developing new types of applications and business capabilities. Consider this, by 2020, however, 
Gartner predicts the programmatic capabilities of an SDDC will be considered a requirement for 
75 percent of Global 2000 enterprises that seek to implement a DevOps approach and a hybrid 
cloud model.

http://www.gartner.com/newsroom/id/3136417
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"Infrastructure and operations (I&O)leaders can't just buy a ready-made SDDC from a vendor,” 
said Dave Russell, vice president and distinguished analyst at Gartner. “First, they need to 
understand why they need it for the business. Second, they need to deploy, orchestrate and 
integrate numerous parts, probably from different vendors." Moreover, aside from a lot of 
deployment work – new skills and a cultural shift in the IT organization are needed to ensure this 
approach delivers results for the business.

In working with a software-defined model – there are a lot of benefits to consider as well. In a 
true SDDC architecture, an organization will be able to access a virtual port that can be 
programmatically controlled to work as a router or load balancer. This will eliminate the need for 
certain physical devices for each IT function. The resulting benefits of this new mode of operation 
will include:

• Fewer data center personnel required. Software-based operation will reduce the need for 
“hands-on” intervention

• Simplified ability to standardize access processes and systems

• Increase in “just-in-time” environments via the elimination of protracted hardware procurement 
processes

• The ability to quickly implement and support new applications is dramatically enhanced

Forrester Research recently defined SDDC as “An integrated abstraction layer that defines a 
complete data center by means of a layer of software that presents the resources of the data 
center as pools of virtual and physical resources and allows their composition into arbitrary user-
defined services."

A modern SDDC deployment is defined by virtualized, software-defined resources that can be 
scaled up or down as required, and can be deployed as needed in a number of distinct ways. In 
a sense, SDDC is the next logical step in the progression of cloud support and virtualization. 
Although demands on data centers has never been static, the growth of applications such as Big 
Data and IoT will generate data volumes and processing requirements to unpresented levels. 
Consider this, the latest Cloud Index Report from Cisco goes on to state that cloud services are 
accelerated in part by the unprecedented amounts of data being generated by not only people 
but also machines and things. Cisco estimates that 600 ZB will be generated by all people, 
machines, and things by 2020, up from 145 ZB generated in 2015.

Why SDDC?

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf
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When it comes to Big Data, the latest Cisco Cloud Index report indicates the following: 

Big data will reach 247 EB by 2020, up almost 10-fold from 25 EB in 2015. Big data alone will 
represent 27 percent of data stored in data centers by 2020, up from 15 percent in 2015. The 
amount of data stored on devices will be 5 times higher than data stored in data centers, at 5.3 
ZB by 2020. SDDC is a response to this changing dynamic that is restricted by one or more of 
the following factors within traditional data center architectures: 

• Hardware centricity

• Focus on designated servers and appliances

• Equipment from multiple vendors of vary vintages

• Inadequate automation tools

So, to adopt SDDC and become a part of this digital revolution, organizations will require a more 
streamlined and automated mode of data center operations that are essential for cloud and 
enterprise hybrid clouds to continue to evolve. 

SDDC is built upon two primary characteristics: virtualization and automation. In SDDC 
architecture, the hardware layer is abstracted to enable all data center elements to be managed 
automatically using a policy-based structure to provide policy-based management of all the data 
center’s applications and services. This functionality would be accomplished via:

• Server virtualization

• Storage virtualization or Software Defined Storage (SDS)

• Network virtualization or Software Defined Networking (SDN)

Excluding large homogeneous entities such as Google, Amazon, Facebook and others, server 
virtualization has increasingly become the rule and not the exception with many organization 
having virtualization rates of 75% or greater. The adoption and implementation of SDS lags 
considerable behind the servers they support although the research firm, Research and Markets, 
currently estimates that the SDS market will grow by 35% annually through 2019.

Furthermore, Industry analyst firm Gartner predicts that by 2019, 70 percent of existing storage 
array products will also be available as "software only" versions. 

Operation

https://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf
https://www.gartner.com/doc/2880418/innovation-insight-separating-hype-hope
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Succinctly, we are still some distance from nirvana. As previously stated, full SDDC functionality 
is comprised of three components:

• Server virtualization

• Storage virtualization

• Network virtualization

In terms of the first component, server virtualization has rapidly become a standard component in 
today’s data centers. Some industry estimates assert that server virtualization exceeds 75% in a 
majority of organizations.

The implementation of Software Defined Storage functionality can best be described as 
dichotomous. From the perspective of cloud and XaaS providers, the ability to reallocate capacity 
is essential to their ability to enable new customer applications to be initiated and grow over time 
and balancing those needs with those of existing customer applications. In terms of the 
enterprise, the value of the SDS is indisputable since it provides users with:

• Agility: The ability to add capacity in minutes as opposed to the time required to order and 
install new hardware.

• Elasticity: Enables organizations to scale resources up and down as required.

• Scalability: Eliminates the limits on growth placed upon operators by the limitations of their 
physical hardware.

• Multi-tenancy: This is another key attribute to cloud functionality as it enables a provider to 
support a number of end users while providing a single tenant experience.

Unfortunately, a significant portion of enterprise operators have large in-place investments in 
hardware. Compounding this barrier to rapid SDS adoption is that the hardware itself is often far 
from homogeneous with multiple vendors and versions. 

Of the three SDDC components, Software Defined Networking (SDN) is the furthest from 
becoming a broadly adopted methodology, although research firm Research and Markets does 
project an annual market growth rate of 35% through 2019. Furthermore, IDC said that the 
worldwide software-defined networking (SDN) market — comprising physical network 
infrastructure, virtualization/control software, SDN applications (including network and security 
services), and professional services — will have a compound annual growth rate (CAGR) of 
53.9% from 2014 to 2020 and will be worth nearly $12.5 billion in 2020. 

Where We are Now?

https://www.idc.com/getdoc.jsp?containerId=prUS41005016
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As in the case of SDS, the homogeneous, and typically proprietary, structure of the major cloud 
providers has enabled them to obtain the ability to establish network routes and access, as 
needed, from a central management console. As the failure of DCIM to become a standard 
component of every enterprise data center indicates, a standard for SDN specifically, and SDDC 
in general, the “mixed” nature of existing data center architectures makes for a difficult bridge to 
cross in terms of a “universal” management system. As things stand today, an enterprise could 
potentially “cobble together” a rudimentary SDDC implementation via the interaction of multiple 
vendor capabilities resulting in more of a monument to extraordinary diligence as opposed to the 
dynamic system operation as prescribed in a true SDDC implementation.

The long evolution to full SDDC implementation in the enterprise

Source: Evolution of the Software Defined Data Center, Happiest Minds, 2014

SDDC may not be for everyone. In some instances, organizations might simply not be ready for 
this type of ecosystem. "Infrastructure and operations (I&O) leaders need to understand the 
business case, best use cases and risks of an SDDC," added Dave Russell, VP at Gartner. 

Barriers to Full Enterprises SDDC 
Implementation
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"Due to its current immaturity, the SDDC is most appropriate for visionary organizations with 
advanced expertise in I&O engineering and architecture."

As we’ve discussed, the primary barrier to full SDDC in the enterprise is largely a function of the 
structure and components within the vast majority of end user’s data centers. But the lack of a 
broadly adopted management and monitoring standard stands as a major barrier.

As most operators of enterprise data center can attest, the siloed nature of their facility’s 
components has limited their ability to condense all of their management and monitoring 
activities into a single centralized platform. Without a recognized independent standard 
documenting the requirements for management functionality at the hardware abstraction layer 
development of a commercially available comprehensive SDDC monitoring and management 
platform is far from imminent.

The organizational skill sets within IT will also be affected with SDDC implementation. Obviously 
hands-on intervention and set-up will become less of requirement in a software defined facility. 
This shift in the mode of physical operation will manifest itself in personnel with skill sets more in 
line with data analytics as the emphasis in operations will increasingly be devoted to the analysis 
of collected data to quickly determine and implement structures that provide the most effective 
uses of resources. 

Here’s the reality – there’s no one recipe to becoming a software-defined data center. Bits and 
pieces of virtual services and code can be deployed in unison or separately to achieve optimal 
data center performance. Many organizations are taking the leisurely stroll during their path to a 
more logically controlled data center. The beauty here is that new virtualization technologies 
allow traditional data center technologies to live in parallel with next-generation SDDC platforms. 
In some cases, it’s smart to start with storage or just networking. Identify specific points of need 
within your organization and begin to apply SDDC technologies. You’ll quickly notice that 
management becomes simplified and you suddenly regain control over quite a few resources. 
Furthermore, with software-defined technologies – you’re able to interconnect with various cloud 
models a lot easier.

Still, like an increasing number of data center-related concepts, SDDC is still more aspirational 
than entrenched reality. However, unlike some “next big things” (see DCIM), the movement 
towards centralized management and control of data center resources is a logical end goal for 
new and existing facilities since the processing and storage needs of emerging applications will 
only continue to proliferate, and cloud adoption rates, both public and hybrid, increase daily 
thereby rendering the traditional methods of operation obsolete. 

Summary
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Despite a growing consensus of the necessity of SDDC, the in-place architectures and lack of 
standards will continue to serve as the governor on enterprise implementation, and continue to 
be the driver of proprietary capabilities on the part of cloud and XaaS providers. In short, 
although steps have been made on the path to the broad use of SDDC functionality, we remain 
miles from the objective. 
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