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As continually escalating volumes of data continue to intersect with the need for faster response 
and action, centralized processing structures and human intervention will increasingly serve as 
impediments to the delivery of new applications and end user capabilities. As evidenced by the 
emergence of distributed data center networks that push their boundaries closer and closer to 
the end users of the services they house, the structure, and the capabilities, of databases will 
evolve as well. Here’s the other reality – all of this data that’s being created isn’t benign. It’s 
valuable and has become a target for a lot of bad guys. Take healthcare as an example - your 
medical information is worth 10 times more than your credit card number on the black market, 
according to a Reuters article on healthcare security. The article goes on to say that cyber 
criminals are increasingly targeting the $3 trillion U.S. healthcare industry, which has many 
companies still reliant on aging computer systems that do not use the latest security features.

Experiencing a data breach is not a scenario you ever want to experience. A recent data breach 
report from Ponemon showed that the average global cost of data breach per lost or stolen 
record was $158. However, healthcare organizations had an average cost of $355 and in 
education the average cost was $246. Transportation ($129), research ($112) and public sector 
($80) had the lowest average cost per lost or stolen record. Furthermore, breaches in the 
healthcare industry total $6.2 billion annually, with the average cost of a single data breach 
across all industries now $4 million.

So, what do you do? How do you better protect your most valuable data assets? What are some 
next-generation technologies which can help evolve the entire security paradigm?

Presently, one of the concepts that is among those most likely to be used for addressing these 
gestating requirements appears to be blockchains. And, that’s something we’ll be exploring in this 
whitepaper. As you’ll see in just a bit, we’ll explain blockchain fundamentals, the state of its 
development and implementation and its future within the data center.

You may have first heard of “blockchain” security when you read about the BitCoin phenomenon. 
However, Blockchain security is so much more than just a way for BitCoins to be processed 
security. Consider this, Gartner recently analyzed 129 blockchain consultancy engagements 
carried out by providers. Ninety-four of them were carried out by the banking, insurance or 
investment and capital markets sector. The remaining POCs were split fairly evenly among other 
sectors such as retail, gaming, manufacturing and healthcare.

Blockchain Defined

http://www.reuters.com/article/us-cybersecurity-hospitals-idUSKCN0HJ21I20140924
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03094WWEN
http://www.gartner.com/smarterwithgartner/a-snapshot-of-an-emerging-blockchain-services-market/
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“For an executive in charge of the sourcing strategy, the key point is that blockchain can be used 
to create a tamper-proof ledger that organizations can trust as a record of transactions,” 
said David Groombridge, research director at Gartner. “The most common use is to record 
financial transactions, but other transactions, such as the movement of physical or digital assets 
can be stored in a blockchain ledger, or it can simply be used to store an immutable record of 
data.”

At a very basic level – Blockchain resolves the problem of a lack of trust between counterparties. 
Frequently described as “an operating system for data”, blockchain is a concept rather than a 
technology. Rather than a centralized structure in which all information is maintained in a few 
large databases, blockchain is a distributed database that is used in both public and private 
applications. In this structure, each batch of valid transaction data is stored within its own “block”. 
Each block is linked to its predecessor and continues to grow as new information blocks are 
added.  Due to their distributed nature blockchains offer no single point of failure or hackable 
entrance and, thereby, offers a higher level of security than many existing database-driven 
transactional structures.

We mentioned this earlier, but the origin of the first blockchain was initially conceived by Satoshi 
Nakamoto, an alias for the yet to be unmasked inventor of the alternative financial system, 
Bitcoin. Envisioning a peer-to-peer version of electronic cash, Nakamoto realized that bitcoin had 
to be able to change hands without the risk of being deposited into an incorrect account, and 
perhaps more importantly, it could not be spent twice by the same person. To support this 
concept, the system also had to be able to function without the use of a third party serving as the 
validator for all transactions. In this new structure, the blockchain serves as the transaction 
validator by maintaining a database of the payment history of every bitcoin in circulation thereby 
identifying the owners of bitcoins at any given moment. Based on this ability to verify transactions 
and take programmable action based on the nature of the data received, Blockchain-based 
applications provide users with a secure transactional platform that lends itself to the support of 
high data volume-based applications such as IoT.

Ethereum 

Ethereum is a blockchain methodology that was developed to address some of the limitations of 
its Bitcoin-centric predecessor. Ethereum builds upon the financially focused elements of Bitcoin 
to serve as a platform for the execution of smart contracts in which contractual actions are 
autonomously taken, a payment for example, when the terms and conditions of a contract have 
been met and verified. Due to the ability to develop autonomous verification and response 
mechanisms using Ethereum or Ethereum-based private blockchains the potential exists to 
ultimately enhance data center management capabilities using “smart contract” type algorithms.

Origins
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Blockchain structures operate based on five specific elements:

• Distributed database: Each party on a blockchain has access to the entire database and its 
complete history, enabling any miner/node to verify any, and all, information.

• Peer to peer transmission: Communications are made between all peers, so that each node 
maintains its own updated version of the chain.

• Transparency: Each transaction is visible to everyone with access to the chain. Each 
node/user has a 30 plus character alphanumeric address.

• Tamper proof records: Blockchain records cannot be altered.

• Programmable action: Since all the information in a transaction is digital, users can program 
algorithms and rules of action based on the transaction information.

Since data is stored across its network, a blockchain eliminates the risks, i.e., data loss, 
corruption and theft, that are inherent in centralized data configurations. For example, since 
blockchain networks lack a central point of vulnerability they are much more difficult for hackers 
to identify a primary entry point that can then be exploited for further attack. Every node in a 
decentralized network has its own copy of the blockchain, and data quality is maintained via 
massive database replication with no single node being “trusted” more than any other. 

Early block chains expanded on this “egalitarian” notion of database access by operating in a 
permissionless mode. Operationally, this means that no access control is needed and 
applications can be added without the approval or trust of others through the blockchain 
application layer. This laisse faire mode of operation is increasingly giving way to permissioned 
structures where the ability exists to restrict the ability to participate and transact within the 
structure. 

"Just as blockchain and distributed ledger technologies are disintermediating financial 
transactions and disrupting financial services, they also have the potential to disintermediate and 
disrupt data management, integration and governance processes and technologies, thereby 
making data trusted, available, secure, and compliant for everyone. IDC believes that blockchain 
innovations will provide data with integrity: data that is trusted, secure, compliant, and available 
to all parties that have an interest," said Stewart Bond, director, Data Integration and Integrity 
Software research.

How Blockchain Works

https://finance.yahoo.com/news/idc-research-highlights-impact-blockchain-133000902.html
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No new technology or methodology can exist without its own open platform, and hyperledger is 
the first such effort to develop an open series of standards for blockchain. The effort was begun 
in December, 2015 by the Linux Foundation and has grown to include participation from partners 
including Cisco, IBM, Intel, Red Hat and others. The project is focused developing standards for 
distributed ledgers that can support global business transactions with its goal being to develop 
open protocols and standards that will improve blockchain performance and reliability. These 
enhancements would be delivered via a modular framework that includes different components 
for different uses that would ultimately include specific blockchains that could be used in 
applications to provide services for identify verification, access control and contract 
administration.

Views on the potential impact of blockchain methodology vary widely, ranging from the belief that 
it provides a strong foundation to support specific applications that are transactional in nature to 
those who feel that it represents a disruptive technology that can dramatically impact data center 
operation, particularly the cloud.

From a data center perspective, the smart contract capability of a blockchain would seem to lend 
itself to the automation of “rules-based” operation and management functions including:

Capacity planning

Cooling

Asset management

Virtualization

In taking over responsibility for applications like those listed above, a blockchain-based 
management system would potentially deliver enhanced transparency and cost savings in terms 
of operations. While intriguing, current blockchain scripting languages are capable of 
approximately 25 transactions/second which is probably not robust enough to make it a viable 
alternative to serve in an autonomous management capacity at present. 

What is Hyperledger?

Blockchain in the Data Centers
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Many blockchain advocates believe its mode of operation is best suited for the Cloud. The 
thinking on this proposition is that although the cloud itself is distributed and fault, tolerant, it still 
operates using a centralized methodology under which a central entity is responsible for cloud 
operations. The decentralized nature of blockchain would provide more autonomous operations 
and a higher level of data security due the establishment of multiple databases throughout the 
cloud “network”. 

Consider this, in June of 2017, Hewlett Packard Enterprise announced it had partnered with 
distributed database company R3 to bring its blockchain application, Corda, to HPE’s platform for 
high-volume, high-value workloads, Mission Critical Systems. In making the announcement, the 
company said it expects distributed-ledger deployments will be utilized in everything from IoT to 
hybrid cloud installations to the edge. Red Hat, a founding member of the Hyperledger project, is 
also offering the technology, primarily through its OpenShift Blockchain Initiative.

There are, however, a few limitations to a block-chain-based Cloud. With decentralization comes 
the need for heightened security governing the inter-node communications, thereby necessitating 
the use of highly secure transmission protocols, thereby increasing the demand on physical and 
computing resources which could make a blockchain transaction costlier than that of today’s 
cloud-based operations. The larger drawback to this proposed structure is that is antithetical to 
current cloud operations. In other words, the cloud is no longer the cloud, and would become 
nothing more than another infrastructure as a service offering. This notion also presupposes as 
much higher degree of blockchain transactions without any evidence that this change would 
result in a higher percentage of blockchain-like transactions than at present.

Just because it doesn’t appear that blockchain will be replacing the operational structure of the 
cloud anytime soon doesn’t mean that obtaining its benefits isn’t a logical offering from cloud 
service providers. While BaaS offerings from providers like IBM, Microsoft, AWS and Google are 
still in their infancy they offer potential blockchain users a more accessible path to incorporating 
blockchain-based applications into their operations. Among the benefits of the BaaS model are:

Seamless blockchain provisioning experience: Providers offer a simplified mode of incorporating 
blockchain functionality as opposed to going the do it yourself route.

Easy scalability: BaaS models simplify user’s ability to add and remove nodes to a blockchain 
network.

In the Cloud

Blockchain as a Service

https://community.hpe.com/t5/Technical-Support-Services/Just-in-Exciting-news-about-Blockchain-and-Pointnext/ba-p/6967326
https://www.openshift.com/dedicated/blockchain.html
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Interoperability with other Platform as a Service services: Cloud provider BaaS offerings facilitate 
the implementation of blockchain applications within most existing PaaS services.

Simplified Operation: Deploying, managing and operating blockchain networks is simplified.

Easier to Program: BaaS platform should be able to offer simpler programming models to create 
blockchain applications.

Blockchain development is a comparatively new methodology that appears to offer the potential 
to develop and implement secure, verifiable transaction-based applications from both a public 
and private perspective. The value of its core strengths have already begun to be embraced by 
financial organizations, with a number of major banks initiating their own pilot projects. In regard 
to its impact on data centers and the cloud, although its potential to deliver decentralized 
environments and to automate a variety of data center functions, these capabilities remain 
largely speculative at this point. 

“True blockchain-led transformation of business and government, we believe, is still many years 
away,” Marco Iansiti and Karim R. Lakhani recently wrote in the Harvard Business Review,. 
“That’s because blockchain is not a ‘disruptive’ technology, which can attack a traditional 
business model with a lower-cost solution and overtake incumbent firms quickly. Blockchain is a 
foundational technology: It has the potential to create new foundations for our economic and 
social systems. But while the impact will be enormous, it will take decades for blockchain to seep 
into our economic and social infrastructure.”

For the near future, users seeking to develop and implement their own blockchain applications 
appear to fall within the purview of the major cloud providers. Still in the early stages of 
development, blockchain appears to be methodology for applications development that will have 
an extended maturation process.

Summary

https://hbr.org/2017/01/the-truth-about-blockchain
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